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Middle East cyber risk update

Background

Recent tensions in the Middle East have been accompanied by an
increase in cyber activity, including website disruptions and
phishing campaigns.bi

What we are seeing

Reported cyber activities include phishing, website disruptions,
credential theft attempts, and efforts to spread misleading claims
online.hv

What this means for you

The most likely impact on customers is an increase in scams or
potential temporary service disruptions. Criminals may use current
events to make fraudulent messages appear more legitimate."

How to protect yourself

e Use strong passwords and enable multi-factor
authentication

e Be cautious of emails or texts asking for sensitive
information

e Monitor your accounts regularly

e Keep your devices and apps updated

e Immediately report suspicious account activity or
unexpected transactions
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Current outlook

Cyber activity linked to
global tensions can change
quickly. While most
observed activity has been
disruptive rather than
destructive, customers
should remain alert for
scams and suspicious
activity and take simple
steps to protect their
accounts.

1 Wells Fargo provides best practice information related to cyber risk and/or topics for educational and information purposes only. This document is
not intended to and should not be relied on to address every aspect of the risks discussed herein. The information provided in this document is for the
purpose of helping customers and clients better protect themselves from cyber risk and highlight industry best practices for operating in a more secure
manner. This document does not provide a complete list of all cyber threats or risk mitigation activities, nor does it document all types of best practices.
Wells Fargo is not providing cyber-related advice or consulting services and customers and clients should decide whether to engage a cybersecurity firm
for specific questions or advice. It is the responsibility of our customers and clients to determine their best approach for mitigating cybersecurity risk

through implementation of best practice aligned to the level of risk.



https://www.threatintelreport.com/2026/03/02/articles/iran-crisis-cyber-risk-rises-as-defacements-and-disruptive-
activity-reported/

it https://www.cnbc.com/2026/03/03/iran-cisa-cybersecurity-war-threat.html

il https://unit42.paloaltonetworks.com/iranian-cyberattacks-2026/

v https://unit42.paloaltonetworks.com/iranian-cyberattacks-2026/

vV https://www.threatintelreport.com/2026/03/02/articles/iran-crisis-cyber-risk-rises-as-defacements-and-disruptive-

activity-reported/
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